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Amendments to the Claims 

This listing of claims will replace all prior versions and listing of claims in the above-identified 
application 

Listing of Claims; 

1 (Currently Amended). A method of facilitating failover of a stateful protocol 
connection from a proxy element to a standby proxy, the method comprising: 

receiving, at the proxy element, data sent by a first external entity in accordance with a 
first stateful protocol connection; 

withholding acknowledgment of receipt of the data at the proxy element until a 
predefined operation involving the data has been performed, said predefined operation being 
performed subsequent to the receipt of the data and being other than determining the data has 
been satisfactorily received; 

establishing a connection between the proxy element and the standby proxy; 

transferrin g, via the connection, state information relating to the first stateful protocol 
connection from the proxy element to a standby proxy; and 

sending, from the proxy element, the acknowledgment of receipt to the first external 
entity subsequent to performance of the predefined operation involving the data. 

2 (Original). The method of claim 1 wherein the predefined operation comprises 
committing the data to an application executing upon the proxy element and receiving a send 
acknowledgment command from the application. 

3 (Original). The method of claim 1 wherein the predefined operation comprises: 
sending, from the proxy element, the data to a second external entity; and 

receiving, at the proxy element, a second acknowledgment that the data has been received 
at the second extemal entity. 
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4 (Original). The method of claim 3 wherein the sending of the data to the second 
external entity is performed in accordance with a second stateful protocol connection, the method 
further including transferring state information relating to the second stateful protocol connection 
to the standby proxy. 

5 (Original). The method of claim 1 further including failing over the first stateful 
protocol connection to the standby proxy. 

6 (Original). The method of claim 4 further including failing over the second stateful 
protocol connection to the standby proxy. 

7 (Original). The method of claim 1 further including: 

transmitting, from the first external entity, the data to the proxy element and retaining a 

copy of the data; and 

deleting the copy of the data upon receipt at the first external entity of the 
acknowledgment. 

8 (Original). The method of claim 1 wherein the transferring of the state information is 
performed in accordance with an additional statefUl protocol connection. 

9 (Original). The method of claim 5 further including beginning servicing, at the 
standby proxy, the first stateful protocol connection from a last successful point of 
synchronization between the proxy element and the standby proxy. 

10 (Original). The method of claim 1 further including detecting, at the standby proxy, 
failure of the first stateful protocol connection and initiating failover of the first stateful protocol 
connection from the proxy element to the standby proxy. 
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11 (Currently Amended). A method of facilitating failover of a statefiil protocol 
connection, the method comprising: 

receiving, at a primary system, data sent by a first external entity in accordance with the 
stateful protocol connection; 

withholding acknowledgment of receipt of the data until a predefined operation involving 
the data has been performed; 

establishing a connection between the primary system and a standby system: 

transferrin g, via the connection, state information relating to the stateful protocol 
connection to a-the standby system; and 

sending, fi-om the primary system, the acknowledgment of receipt to the first external 
entity subsequent to performance of the predefined operation involving the data, said predefined 
operation being performed subsequent to the receipt of the data and being other than determining 
the data has been satisfactorily received. 

12 (Original). The method of claim 11 wherein the predefined operation comprises 
committing the data to an application and receiving a send acknowledgment command from the 
application. 

13 (Original). The method of claim 1 1 wherein the predefined operation comprises: 
sending the data to a host entity; and 

receiving confirmation that the data has been received at the host entity. 

14 (Original). The method of claim 1 1 fijrther including failing over the statefiil protocol 
connection to the standby system. 

15 (Original). The method of claim 1 1 wherein the transferring of the state information 
is performed in accordance with an additional statefiil protocol connection. 
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16 (Previously Presented). The method of claim 14 further including beginning 
servicing, at the standby system, the statetul protocol connection from a last successful point of 
synchronization between the proxy element and the standby system. 

17 (Previously Presented). The method of claim 11 further including detecting, at the 
standby system, failure of the stateful protocol connection and initiating failover of the stateful 
protocol connection to the standby system. 

18 (Currently Amended). A stateful protocol processing apparatus comprising: 

a proxy element having a first protocol core and a second protocol core, the first protocol 
core supporting a first statefiil protocol cormection over which data is received firom a first 
external entity wherein the proxy element is configured to withhold acknowledgment of receipt 
of the data until a predefined operation involving the data has been performed and to send the 
acknowledgment of receipt to the first external entity subsequent to performance of the 
predefined operation, said predefined operation being performed subsequent to the receipt of the 
data and being other than determining the data has been satisfactorily received; and 

a standby element having a connection to the proxv element to which state information 
relating to the first stateful protocol connection is transferred from the proxy element to the 
standby element via the cormection . 

1 9 (Original). The apparatus of claim 1 8 wherein the predefined operation comprises 
committing the data to an appHcation executing upon the proxy element and receiving a send 
acknowledgment command from the application, wherein the proxy element is further 
configured to send the acknowledgment of receipt to the first extemal entity subsequent to 
performance of the predefined operation. 

20 (Original). The apparatus of claim 18 wherein the second protocol core is configured 
to support a second stateful protocol cormection to a second extemal entity over which is 
transmitted the data and wherein the predefined operation comprises receiving, at the proxy 
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element, a second acknowledgment that the data has been received at the second external entity. 

21 (Previously Presented). The apparatus of claim 18 further including a switch 
disposed to failover the first stateflxl protocol connection firom the proxy element to the standby 
element. 

22 (Previously Presented). The apparatus of claim 21 further including a failure 
detection unit configured to detect failure of the first statefiil protocol connection and to 
command the switch to initiate said failover, the standby element beginning servicing of the first 
statefiil protocol connection fi-om a last successful point of synchronization between the proxy 
element and the standby element. 

23 (Previously Presented). The apparatus of claim 18 wherein the standby element 
includes memory in which. is stored the state information relating to the first statefiil protocol 

connection. 

24 (Currently Amended). A method of facilitating failover of a statefiil protocol 
connection, the method comprising: 

receiving data sent by a first external entity in accordance with the statefiil protocol 
connection; 

establishing a connection to a standby system; 

transferrin g, via the connection, state information relating to the statefiil protocol 
connection to a the standby system; 

withholding acknowledgment of receipt of the data until a predefined operation involving 
the data has been performed wherein the predefined operation is other than determining the data 
has been satisfactorily received, the predefined operation being performed subsequent to the 
receipt of the data and including storing the state information in memory within the standby 
system, and 

sending the acknowledgment of receipt to the first external entity subsequent to 
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perforaiance of the predefined operation involving the data. 

25 (Previously Presented). The method of claim 24 wherein the predefined operation 
fiirther comprises committing the data to an application and receiving a send acknowledgment 
command fi-om the application. 

26 (Previously Presented). The method of claim 24 wherein the predefined operation 
fiirther comprises: 

sending the data to a host entity; and 

receiving confirmation that the data has been received at the host entity. 

27 (New). The method of claim 1 wherein the connection between the proxy element 
and the standby proxy is a second statefiil protocol connection. 

28 (New). The method of claim 27 wherein the second statefial protocol connection is a 
TCP connection. 

29 (New). The method of claim 1 wherein the state information is transferred fi-om a 
first memory associated with the proxy element to a second memory associated with the standby 
proxy. 

30 (New). The method of claim 1 wherein the state information is transferred only after 
a stateful protocol connection has been established between the proxy element, an external client 
and an external server, and data has been transferred between the external client and the external 
server. 

31 (New). The method of claim 1 wherein the state information is transferred during 
establishment of a statefiil protocol connection between the proxy element, an external client and 
an external server. 
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32 (New). The method of claim 1 wherein the proxy element sends the acknowledgment 
of receipt to the first external entity prior to receiving a confirmation fi-om the standby proxy that 
the state information has been transferred. 

33 (New). The method of claim 1 wherein all of the state information is transferred 
during an initial synchronization operation between the proxy element and the standby proxy. 

34 (New). The method of claim 33 wherein only changes to the state information 
transmitted during the initial synchronization operation are transferred during a subsequent 
synchronization operation. 

35 (New). The method of claim 1 wherein the state information is transferred during a 
first synchronization operation between the proxy element and the standby proxy, and wherein 
only changes to the state information are transmitted, during a second, subsequent 
synchronization operation between the proxy element and the standby proxy. 

36 (New). The method of claim 5 wherein said failing over the first statefiil protocol 
connection to the standby proxy is initiated based on an automatic discovery scheme. 

37 (New). The method of claim 36 wherein the automatic discovery scheme comprises 
determining failure of a heartbeat packet within a defined timeout period. 

38 (New). The method of claim 5 wherein said failing over the first statefiil protocol 
connection to the standby proxy is initiated based on an external discovery scheme. 

39 (New). The method of claim 38 wherein the external discovery scheme comprises 
detecting failure of the proxy by an external failure detection entity. 
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40 (New). The method of claim 39 wherein the external detection entity commands a 
switch to redirect packets destined for the proxy element to the standby proxy. 



